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1. Whatôs Copy Protection?  

ÉWithout SecurityCore
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1. Whatôs Copy Protection? (Contôd)

ÉWith SecurityCore

Security
Core

Identification

External
Memory

32bit
MCU
/DSP

Security
Core

Identification Fail

External
Memory

32bit
MCU
/DSP

Program 
Code

Identification
FAIL!!!

Identification
OK!!!

Dead -Copy

Users Canôt 
Copy 

SecurityCore, 
Run FAIL !

Original B/D

Copied B/D

Second Step

First Step



Spec. Draft

Confidential

Semiconductor Co,. Ltd. [5]

2.  Product Overview

É The solution of System Copy Protection. 

É Support a unique identification number

É Inventory Tracking

É Customizing Unique Algorithm
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3.  Features

É Security

V Support Random Number Generation

V Encoder Read Protect 

V Unique Algorithm : 32 bit Encryption 

V Provide Unique SEED Key

É Operation

V 2.4 ~ 5.5 Volts Operation 

V -20 C̄ to 85 C̄ operating temperature

V Active current : Max. 10mA @5V

V Stop current : Max. 1uA

V Program Interface : One-Wire Interface

V E.S.D. protection up to 2,000V

V Package : 8-SPDIP and 8-SOIC
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4.  Block Diagram
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5.  Pin Configurations (1/2)

É SecurityCore1.0

É SecurityCore2.0
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5.  Pin Configurations (2/2)

É SecurityCore3.0
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É SecurityCore4.0
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6.  Pin Descriptions (1/3)

Symbol Direction Description Share Pins

VDD Input Voltage Power Source -

VSS Input Voltage Power Ground -

RESETB / VPP Input/Output
ÁExternal Reset Input Signal (Default)
ÁBit Programmable

VPP (11.5V)

BDATA / SDA Input/Output ÁData I/O -

SCL Input/Output ÁClock I/O -

OTHERS ÁN/C -

É SecurityCore1.0

Symbol Direction Description Share Pins

VDD Input Voltage Power Source -

VSS Input Voltage Power Ground -

RESETB Input/Output
ÁExternal Reset Input Signal (Default)
ÁBit Programmable

-

BDATA / SDA Input/Output ÁData I/O -

SCL Input/Output ÁData I/O -

OTHERS ÁN/C -

É SecurityCore2.0
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6.  Pin Descriptions (2/3)

Symbol Direction Description Share Pins

VDD Input Voltage Power Source -

VSS Input Voltage Power Ground -

BDATA / SDA Input/Output ÁData I/O -

SCL Input/Output ÁClock I/O -

OTHERS ÁN/C -

É SecurityCore3.0

Symbol Direction Description Share Pins

VDD Input Voltage Power Source -

VSS Input Voltage Power Ground -

BDATA / SDA Input/Output ÁData I/O -

SCL Input/Output ÁClock I/O -

RESETB Input/Output
ÁExternal Reset Input Signal (Default)
ÁBit Programmable

-

OTHERS ÁData I/O -

É SecurityCore4.0
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6.  Pin Descriptions (3/3)

Symbol Direction Description Share Pins

VDD Input Voltage Power Source -

VSS Input Voltage Power Ground -

SDA Input/Output ÁData I/O -

SCL Input/Output ÁClock I/O -

RESETB Input/Output
ÁExternal Reset Input Signal (Default)
ÁBit Programmable

-

OTHERS ÁData I/O -

É SecurityCore4.1
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7. Application Circuit

É I2C Interface
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7. Application Circuit

É I2C Interface
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8. Strong Point of CORERIVER SC30&SC4X (1/2)

É SC30&SC40 stores a security algorithm as extremely small electric charges.

SC30&SC40
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V The security algorithm is not hard -wired.

V It is really impossible to find it by de -cap.


